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From the Dean...

On April 14", Secretary James Sills,
Chief Information Officer for the
State of Delaware was the keynote
speaker at the Computer and Net-
work Security Spring Contemporary
Topics Colloquium held in Dover.
Also presenting were Dante Lo-
Scalzo and Travis Christian, Offi-
cers of the Cyber Defense Club.
Pictured from left to right, Secretary
Sills, Travis Christian and Dante
LoScalzo.

Photo by George Slent

What a great time to be at Wilmington University in the College of Technology. Our programs are growing and we
are working to add additional methods of delivery, such as additional distance learning and hybrid formats for ou
course offerings. It has been a challenging winter and a busy spring semester. Below are highlights of what we ha
been up to:

The College of Technology Open House and Art Exhibit was held in March. OveM&dia Designand Studio
Production students exhibited. Guests were serenaded by flute and violin as they toured halls and classrooms line
with artwork that included photographs, drawings, digital art, animation exhibits;dtessd websites, short film clips
and photo essays.

College of Technologystudent Productionst udent s volunteered for iGo Re
American Heart Association in February. The annual event raises funding for research and awareness to combat he
di sease i n women. This yeardés effort involved 1|ive
Sheraton Hot el in Dover. Students Leon Barton and
Studio Production students Ryan Cerminara and Tom Riley also participated in a similar
fashion at the Heart Ball in March, also held in Dover.

The first College of Technology Film Festival took place on Aprif 46the New Castle
Campus. It was spearheaded by CoT faculty members Scott Shaw and Tim Fennel
support from Studio Production Program Coordinator Dr. Geoff Olive. The evening off
networking opportunities and featured the works of nine aspiringrfibkers. The next
CoT Film Festival is planned for Fall 2010.

We are very excited to announce that our i&ame Design and Developmerrogram
was approved and initial courses will be offered Fall 2010. For more information, p
visit http://www.wilmu.edu/gamedesign/

In May, we will host the 8 annual College of Technology awards ceremonyMeria DesignandStudio Produc-
tion majors. The event will take place on Thursday, M4ya66pm in the DAC auditorium at the New Castle cam-

pus. Mar k your calendars now and plan to attend thi
Computer Network Security (CNS) Program Coordinator Mark Hufe continues to coordinate our participation in
the ACyber Challenged which is a national effort to

ditional professionals to work in this critical field. Delaware is one of three states piloting the effort which is coordi-
nated by the Department of Homeland Security.

On April 14", Secretary James Sills, Chief Information Officer for the State of Delaware was the keynote speaker a
the Computer and Network Security Spring Contemporary Topics Colloquium held in Dover. Also presenting were
Dante LoScalzo and Travis Christian, Officers of the Cyber Defense Club. There were

over 70 students, faculty and staff in attendance. You should know that the Cyber De-
fense Club is growing and now has over 100 members. It is open to CNS or MSIST
students and alumni. Our Contemporary Topics series will continue next fall. Past m
speakers this year have included Elayne Starkey, Chief Security Officer in the Depart- =ﬂ

ment of Technology and Information for the State of Delaware, and Alan Paller, Dir -
tor of Research at the SANS Institute. (cont. pg 9) GGV"‘MINGTON
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CNS Students Win
2009 DC3 Digital Forensics Challenge

The highlight of the year for the Computer and Network Security program was made possible by
Team WILMUO1. Consisting of studenfday Batchelor, Roman Sheriff, Enjolokee Jones
andMichael Escobar together with coackhris Shanahan the team earnditst place in the
2009 DC3 Digital Forensics Challenge in the SANS Undergraduate category. This is an annual
event hosted by the Department of Defense Cyber Crime Center (DC3) that attracted 1153 teams
from more than 56 countries. Overall, the team compiled the third highest score in the world, best-
ing every military, government, and civilian team. Only two graduate teams, one from Texas and
the other from South Korea, managed to top the WILMUOL1 score. To gain perspective on the
measure of their accomplishment, the contest began in March and ended in November, but the WL
team did not enter until September. That gave them just 68 days to complete a solution.

In terms of a solution, the challenge consisted of a hypothetical investigation into the activities of
a suspected terrorist. Each team was given
goal was to find whatever evidence they could, using accepted evidentiary procaadresput it
into a form that a prosecutor could work with. This included everything from emails to steganogra-
phy (the art of hiding messages in digital images).

This was WU's first attempt at any kind of cyber contest and nobody expected them to wi
cluding themselves. As a result, they were not expecting what followed. Both Senator Carpée
Governor Markell, major supporters of the U.S. Cyber Challenge, awarded certificates to the
at a ceremony in Wilmington on January 15th. The prize for winning the contest itself was &
expenses paid trip to the Department of Defense Cyber Crime Conference where the team :
University were awarded plaques from the DC3. At a conference breakout session, the tea
bers presented their strategies for success to a very appreciative audience and were later §@rml|
greeted by representatives of General Dynamics, Harris Corporation, and Computer Science
poration in the vendor display area. Beyond the three corporations mentioned, the team isjilthe
spotlight of Department of Defense (DoD), Department of Homeland Security (DHS), the Nat
Security Agency (NSA), the FBI, and lots of other organizations that need this very special
set. General Dynamics has subsequently hi

While we enjoyed basking in the glow, the victory was a little bitter sweet. We lost a passiq
and gifted instructor. Chris Shanahan was subsequently hired by DC3 in Linthicum, MD,
travel makes it impossible for him to continue teaching for us. However, the students he co
on the team have agreed to each serve as
Challenge. That will be like having a player with a Super Bowl ring on each team. These
found a way to win.
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Roman Sheriff, Michael Escobar, Secretary James Sills, CIO State of Delaware, Mark Hufe, Governor Jack Markell
Enjolokee Jones, Chris Shanahan, Senator Tom Carper, and Clay Batchelor at the Digital Forensics Challenge Win
recognition event in Wilmington Delaware on January 15, 2010.

In addition to competing again in the forensics area, CNS students recently participated ifihe

National Collegiate Cyber Defense Competition, which focuses on keeping network ser
safe and secure. We 6 1 | be doing more of
and have been working with the U.S. Cyber Challenge to put together a platform for Cybe
fense contests within the state. Our very own Paul Pond, through his day job at DOE,
charge of the effort.

Learn more about team coach Chris Shanahan in our faculty spotlight on page 4. Additio
we have highlighted student and WILMUO1 team member Enjolokee Jones. You can
about his experience on page 6.
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Faculty Spotlight o0 Chris Shanahan

Chris Shanahan accepts his award at the Digital Forensics Challenge Winners recognition event Pictured left toetgiytJdbees
Sills, CIO State of Delaware, Governor Jack Markell, Chris Shanahan and Senator Tom Carper.

Chris Shanahan is an adjunct instructor for Wilmington Mark: What attracted you then to Wilmington Univer-
University and coach of the winning undergraduate team irsity?
the 2009 Department of Defense Cyber Crime CenterChris: | never finished my bachelor's degree from art
(DC3) Digital Forensics Challenge. The interview that school and that was always a goal of mine. | wanted my
follows took place at his home this past March. bachelor's degree. But very soon afterward, it was '96,
maybe, | got transferred into the Drug Unit. And in the
Mark Hufe:What first got you into computers? Drug Unit, there's always one person that has a technica
Chris: | never touched a computer until | was in the policebackground that is responsible for all the technical equip-
department for three or four years and all your policement that the Drug Unit uses. That's the one unit where the
reports, you know, you wrote them, by hand, in triplicate. 1 majority of the technical stuff is used, your body wires,
used to work an eight hour shift. | wouldn't do any of my microphones, cameras, and all kinds of crazy stuff. And all
paperwork until the end of the shift because | was so gungour telephone stuff, your pen registers, everything you
ho about chasing people and having fun that | wouldn't gowould use for wire taps and things like that. So, that
to a complaint and then sit in my car and write a report forbecame my job. That was my introduction to computers
an hour. | would just write down some notes and then gdbecause we used to use computers for all of that stuff.
chasing after somebody else, so at the end of my shift everyl always wanted to go back and get my bachelor's, but in
day | would sit at the police station for three or four hourswhat? It occurred to me, why not go back and for some-
and write reports. | used to go into the detective unit atthing to do with computers and technology? And by then, |
night time; it was empty. So, | could be in there, it was knew that if | was going to leave the police department, it
quiet, | could just sit and write, for hours. And, when the would have to be for something related to technology. And
detectives got called out for things, there was one particulawilmington was the obvious choice.
guy that used to see me in there all the time writing all
these reports and he approached me one nigjlvtas two Mark: What was it that you enjoyed most about in-
or three o'clock in the maetuaingdg. He sai d, AWhy are
sitting here writing these things every day for hours? WhyChris: The kids that wanted to learn. The ones that said,
don't you type them out on the computer? And, he'si That ' s really cool, show
pointing to this é thing té&hotWws men atntoe hees kwarye x0t Qro,
sai d, Al have no i dea what eatlyradtleft tate aml gouldn¥ gebenough\wotkitn Thét' itv
ito and it was an ol d 386 'Causantpats low | wak.al tcould aldaysVéppredidee thel
5.1 and it had this little template that would sit on your instructors | had that saw that in me and knew | wanted
keyboard and everything was all keystrokes, you know, alt more.
this, and contrethat and he showed me how to use it. And
then, that was it, | was hooked. That's the first time | everMark: What were your thoughts about entering the DC3
touched a computer. That was around '94, maybe. Challenge?
Chris: | was apprehensive. For me, | had no concern abou
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